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I Dio: ARMS

AIDE Repository Management Suite

AIDE
Instalacija i konfiguracija
Koristenje



Pocetak:

Tripwire:
a IDS?
o Provjera integriteta datoteka

Potreba za nadgledanjem kljucnih ili
nepromjenjivih atributa datoteka:

2 VeliCina binarnih potpisa

o Ocekivana promjena veliCine (npr. logovi)

o Permissions, md5/sha1 checksum, user, group,
itd...
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Sto je AIDE?

AIDE je besplatni klon Tripwirea

o Tripwire je postao komercijalan

Generira | usporeduje karakteristiCne
"potpise” datoteka

Potpisi prikupljeni u trenutku kada je sustav u
ISpravnom stanju spremaju se u bazu

Nalazenjem kasnije nastalih razlika otkrivaju
se izmjene na sustavu
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Problem:

“‘Potpise” treba spremati na medij koji ne
dozvoljava izmjene, brisanje

Scenarij:
o Racunalo je provaljeno

o Provalnik instalira trojanske alate

o Napravi novu aide bazu, ukloni staru
o Tragovi su skriveni
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Rjesenja:

Bazu zaprziti na CD

0 Vrijedi do slijedece dogradnje

o Jeftin medij

o Nije prijateljski odnos prema okolisu

Snimati na medij koji se moze “zakljucati”
o Disketa

o ZIP disk

o Vanjski USB/Firewire disk

a ...
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11, elegantniyje...

Bazu potpisa drzati na sigurnom mreznom

posluzitelju

o Cuvaju se i starije baze, moguée je pratiti razvoj
situacije

o Jednostavnost i lakoca rada

o Web sucelje
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ARMS

Kao odgovor na taj zahtjev razvijen je:
AIDE Repository Management Suite

Sastoji se od:
0 Posluzitelja aidexfd
o Klijenta aidexfer
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Realizacija

razvijen u Perl-u

koristi MySQL bazu za nadzor i upravljanje
serverom

web-server kao sucelje za pristup podacima

komunikacija klijenta | servera odvija se
kriptografski zasticenim kanalom (SSL)
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ARMS
Instalactja 1 kontiguracija




Instalacyja klyjenta:

Naredba:

# apt-get install aide-arms-client

Instalirat Ce sve potrebne dodatne pakete:

o Aide, perl, debconf, libnet-ssleay-perl, libconfig-
general-perl, libterm-readkey-perl
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Slijedeci korak je editiranje spisa /etc/aide/aidexfer.conf.

# /etc/aide/aidexfer.conf

# client configuration

H# uncomment to enable server certificate verification
CA_file /usr/local/aidexfer/lib/localca.crt

# connection address

Server phobos.carnet.hr:2121

# authentication tokens

Username: LDAP USERNAME

Password: LDAP PASSWORD

# storage identification (overrideable)

ProStor IME_ZA STORAGE

CARNcY
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AIDE konfiguracija

/etc/aide/aide.conf

# Custom rules
ImePravila = p+i+n+u+g+s+b+m+c+mdS+sha

# Next decide what directories/files you want in the
database

# Moja Pravila
/direktorij ImePravila
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AIDE konfiguracija

/etc/default/aide
MAILTO=root
#QUIETREPORTS=1
COMMAND=update
LINES=1000

/etc/cron.daily/aide
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ARMS
Koristenje




aidexfter

VecCina parametara zadaje se
komandnom linijom

Pomoc¢:

# aidexfer —--help
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usage: aidexfer [options| command arg

opcije:

-f | --config <config file>
-s | —--server
<server>:<port>

-r | —--prostor <protected-
storage>

-u | —--username <username>
-p | ——password <password>
-0 | —--outfile <filename>
-I | —--hi-security

-w | —--writeconf

-v | —--verbose

-g | —--debug

-h | —--help

CARNct

naredbe:

init -- initialize protected
sStorage

list —-- 1ists protected storage
wide—-1list —-- 1listing with more
details

store-db -- stores <arg.db> file
retrieve-db —-- retrieves <arg.db>
file

store-cf -- stores config file
retrieve-cf -- retrieves config
file

test —-- just test authorization
new-user —-- create read-only user-
account

set-passwd —-- set password for the
latter

new-prostor —-- allocate protected
storage
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‘ Primjer koristenja:

= Kreiranje spremista:

# aidexfer --prostor test_12 init

= Testiranje autentikacije i mogucnosti pristupa nekom
spremistu:

# aidexfer --prostor test_12 test

= Pohrana aide.db baze u defaultno spremiste:

# aidexfer -l store-db aide.db

= Dohvat posljednje pohranjene baze:

# aidexfer --outfile aide-latest.db retrieve-db latest

= Detaljni ispis sadrzaja spremista:

# aidexfer wide-list
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‘ Provjera:

= Primjer:
# aidexfer -o /var/lib/aide/aide.db retrieve-db latest

Skida najnoviju AIDE bazu sa ARMS repozitorija na
lokalni disk, u /var/lib/aide/aide.db.

= Moguca je potpuna automatizacija dijagostike
integriteta datoteka.

CARNcY 19 @ srce



‘ Provjera:

= AIDE za provjeru integriteta datotecnog
sustava koristi bazu /var/lib/aide/aide.db

= Pokretanje AIDE provijere:

# aide --check
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‘ Nakon provjere:

= Slanje nove baze na centralni server:

aidexfer store-db /var/lib/aide/aide.db.new

= Osvjezavanje baze:

# cd /var/lib/aide
# mv aide.db.new aide.db
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Graficko sucelje:

Na centralnom posluzitelju:
https://phobos.carnet.hr

Pristup preko korisnickog imena i zaporke
lokalnog LDAP imenika

Samo za korisnike“A" i “B" skupine

o A - CARNet ustanove (osoblje, suradnici)

o B - VIP, CARNet koordinatori, sistem-inzenijeri,
CMU-administratori
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| Graficko sucelie:

CARNcY @srce

HAVATERA AKADEMSHKA | 1ISTRAZVACKA MAE 24 Sveutiligni racunski certar

r "l-USLUGE Sigurnosni projekti
o : AIDE baze na ARMS repozitoriju

ARMS
Dokumentacia - Mz ovim stranicama moXete pregledali AINE baze koje ste vapieino posiall na ARME posiuZiell Baze moZete sortirali po razlicitim
Baze -+ kriteriima; moZebe pragledat detalie o pofedinadno bazl il ih moZete wsporediti odabinm dvife razlitite AIDE haze, fo dobill izviedtsi o

promienama ha datotednom sustavl vaseq posiuZitelia.
Konfiguracije -+

Poviiest PricaZi AIDE paze unutar ProStora:
idi_ zagreb :| PrikaZi
Statiztika uporabe -+ 249
Odjava > Haziv baze Veliéina Kreirana
snort Certral [~ 2004110800 775575 bytes 08.11 2004, 0337h
i [~ 2004092000 502066 krytes 20,09.2004. 04:01h
Programzki paketi
[T 2004080800 513570 hytes 0E.09.2004. 03:32h
Prijava problema
[T 2004090200 213761 bytes 02.09.2004. 11:40h
[T 2004083100 07948 bytes 3082004, 0217h

| Usporedi AIDE baze

Uknono AIOE bara o ovorm PraStor-u: 5

Oveu uslugu CARMeta realiziva Sveudilizni racunski centar Sveucilista u Zagrebu
Copyright 2003, CARMet. Sva prava zadrZana.
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 Graficko sucelie:

CARNcY

HAVATSKA AKADERMSEA | 1STRAZIVACKA MAEZA

| USLUGE |

ARME

Dokumentaciia -3
Baze -
Konfiguracie -
Povijest
Statistika uporabe -

Cdjava -

Snaott Cerntral
O ushuzi
Programski paketi

Prijava problema

Sigurnosni projekti

Analiza razlika izmedu AIDE baza

(@ srce

Sweutilidle u Zagrebu
Swveutilini radunski certar

a4

Razlike po prioritetima

O maybe

B rnormal

168

Keticne razlike, izmedy referente AIDE haze §one 53 kojom usporedujete, ornadene su bojgma radi lakSeg snalaZenia

0 ispisy razlika.

leganda:

Keitidhe razike - crvena boja
Lipitan stupani keiticnosti -
leroiatng nebithe rarlike - zefena boja

Polje
mTime
cTine

Referentna vrijednost
2004-09-04 10:50:20
2004-09-04 10:50:20

Mova vrijednost
2004-03-26 15:05:39
2004-03-26 15:05:39
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Star1 podact

Zasad se Cuvaju svi podaci

Kad ponestane prostora, stari podaci Cce se
uklanjati

o Sistemac ¢e sam birati Sto ukloniti

o Ako to ne ucini, sustav ¢e automatski oslobadati
prostor
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‘ Linkowvi:

= ARMS:
https://phobos.carnet.hr

= AIDE:
http://www.cs.tut.fi/~rammer/aide.html
http://sourceforge.net/projects/aide

= CARNetovi paketi (sources.list)

deb hitp://ftp.carnet.hr/pub/debian/ carnet-sarge main
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II Dio: Snort Central

Opis sustava
Instalacija i konfiguracija
Koristenje

28



Sto je SNORT-Central?

Sustav za otkrivanje upada u mrezi CARNet

Baziran na open-source rjesenju kojeg Cine
0 Snort — kao IDS senzor

o Prelude — baza za obradu podataka dobivenih od
senzora, rasporedenih u mrezi
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‘ Pregled:

Snort Central — centralized network security overview

PISETRIELTRER
ATTALCKE
client-node
ALERT / #104
ALERTS
.

clint-nad ATTACK

#1&1

#IDE‘-
A‘TTAI’.‘:: clinrit- m ATTA.I:HZ
> #] 02
ATTABK
.A.'l-rm:u:
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Lokalno 1li u CARNetu?

Dva nacina koristenja:

o Lokalno
Lokalni Prelude, jedan ili vise senzora u LAN-u

o U mrezi CARNet

Ukoliko se ukljucCite u zajedniCki sustav nadzora

Promjena u konfiguraciji, slanje alerta na centralni
sustav na Srcu

Pregled zbivanja u cijeloj mrezi CARNet
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/.asto centralni sustav:

Sustav pod stalnim nadzorom

Pravovremena reakcija:
0 Upozorenje nadleznom administratoru

o Konkretna akcija/re-akcija na razini mrezne
iInfrastrukture
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Funkcionalni pregled rjesenja:

Snort Central — functional diagram of a single node
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Planiranjel

Diskovni prostor?
Procesorska moc?
Memorija?

Koliko senzora u mrezi?
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Diskovni prostor

Na prosjecnom posluzitelju otprilike 100 MB
podataka tjedno

KoliCina moze znatno varirati:
o U sluCaju masovnog napada
o Ovisi o konfiguraciji
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Nacini logiranja:

Tri nacCina logiranja:
1 ASCII short

Kratko, brzo, efikasno, preporuceno

SID
http://www.snort.org/snort-db/sid.html

2 ASCII long
Zauzima resurse
redundantnost

2 Binary
forenzike
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Filtert

Bitno je podesiti pravila da tako da
odgovaraju specifichom sistemu

Traziti samo napade na aktivne servise

Zanemariti napade na nepostojece
servise | aplikacije
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Koliko senzora?

Svaki vazan posluzitelj — vlastiti senzor

0 Reagira samo na napade koji se tiCu njegovih
servisa I aplikacija

o Svaki VLAN sa vlastitim mreznim IDS-om

0 Jedan zajednicki mrezni IDS za cijelu vasu mrezu

o Ne morate odmah odluciti, lako je kasnije dodavati
senzore
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Procesorska moc¢

* Ne preporuca se instalacija na

mrezne posluzitelje opterecene;
* velikim mreznim prometom

» procesorskim zahtjevima

» s premalo diskovnog prostora
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Alternativa:

* Instaliranje sustava na paralelno
nadzorno racunalo

» Uporaba specijaliziranog hardvera
» Repeater
» Spaning port na switchu
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Sastavni dijelovi

paketi:

o libpreludeO (dojava)

o prelude-manager (analiza)
o snort (detekcija)

o mysql (...) (podaci)

0 piwi (prikaz)

CARNct “



Te njthove prilagodene "-cn" 1nacice:

snort-cn
snort-central-cn
prelude-manager-cn
prelude-sensors-cn
piwi-cn
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Snort-cn:

Baza karakteristiCnih uzoraka napada
o attack pattern snort rules

Distribuira se u paketu snort-cn, kojeqg je
potrebno redovito osvjezavati

|zvor:
o http://www.snort.org/dl/rules/
o http://oinkmaster.sourceforge.net/
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Snort Central
Instalactja 1 kontiguracija




‘ Instalacija:

= Kratke upute za instalaciju sustava.
# apt-get install snort-central-cn

= radi ovisnosti medu paketima instalirati ce
sve potrebno
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‘ Instalacija:

testhost# apt-get install snort-central-cn

Reading Package Lists... Done

Building Dependency Tree... Done

The following extra packages will be installed:
libprelude0 piwi piwi-cn prelude-manager prelude-manager-cn
prelude-sensors-cn snort-cn snort-common snort-prelude
snort-rules-default

Suggested packages:

snort-doc

Recommended packages:

oinkmaster

The following NEW packages will be installed:

libprelude0 piwi piwi-cn prelude-manager prelude-manager-cn
prelude-sensors-cn snort-central-cn snort-cn snort-common
snort-prelude snort-rules-default

0 upgraded, 11 newly installed, 0 to remove and 70 not
upgraded.

Need to get 404kB/1139kB of archives.

After unpacking 4581kB of additional disk space will be
used.

Do you want to continue? [Y/n] Y
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Instalacija:

apt-get naredbe ¢e putem definiranih
ovisnosti (dependency) instalirati pakete:

0 libpreludeO, prelude-manger, snort-prelude,
mysql-server, libmysqlclient10

o libdbd-mysql-perl
Slijedi instalacija paketa koji vrse prilagodbu
tih radnih komponenti Snort Central sustavu
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Instalacij 4 (prelude-manager-db-create-cn.sh):

Najprije prelude-manager-cn.

0 ukoliko ustanovi da je to prva instalacija
pokrece skriptu "Carobnjaka”

prelude-manager-db-create-cn.sh
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‘ Instalacija (prelude-manager-db-create-cn.sh):

= Podesavanje radne okoline Prelude managera:

CN: Prelude manager ready to be set up a'la CARNet
CN: ==> use: /usr/sbin/prelude-manager-db-create-cn.sh

Do you want to do it now? (y)es/(n)o: y

Prelude Database Installation

*** Phase 0/3 ***

Warning: if you want to use database support with prelude
You should dedicate the database for this job only.

Do you want to install a dedicated database for prelude ?
(v)es / (n)o : ¥y
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‘ Instalacija (prelude-manager-db-create-cn.sh):

m *** Phase 1/3 **x*x

This installation script has to connect to your mysql
database

in order to create a user dedicated to stock prelude's
alerts

What is the database administrative user ? [root]: [Enter]

m *** Phase 2/3 *** We need the password of the admin user
"root" to log on the database.

By default under mysql, root has an empty password.
Please enter a password: [Enter]

Please confirm entered password: [Enter]
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‘ Instalacija (prelude-manager-db-create-cn.sh):

m *** Phase 3/3 **x*
Please confirm those information before processing

Database name : prelude
Database admin user : root
Database admin password : (not shown)

prelude owner user : prelude
prelude owner password : LoiulELZ

Is everything okay ? (yes/no) : yes
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‘ Instalacija (prelude-manager-db-create-cn.sh):

Creating the database prelude...

Creating user "prelude" for database "prelude",
using "root" to connect to the database.

Creating tables with
/usr/share/prelude-manager/mysql/mysql.sql

Prelude database installation completed.

CN: Prelude manager database configured
CN: (Re)start prelude-manager?

Do you want to do it now? (y)es/(n)o: yes

Restarting Prelude Manager: prelude-manager.
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Instalacij ad (prelude-sensors-configure.sh):

Instalacija klijentskog dijela:
0 olaksana paketom prelude-sensors-cn
o slijedi podesavanja paketa prelude-manager-cn

U sklopu instalacije pokrece se skripta:
prelude-sensors-configure.sh
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‘ Instalacija (prelude-sensors-configure.sh):

= Prikaz konfiguriranja senzora skriptom
prelude-sensors-configure.sh:

Setting up prelude-sensors-cn (0.03-1)
CN: Generating prelude-manager host key ...
CN: done.

CN: Prelude sensors ready to be set up a'la CARNet
CN: ==> use: /usr/sbin/prelude-sensors-configure.sh

Do you want to do it now? (y)es/(n)o: y

Prelude Sensors Installation Support

m *** Phase 0/5 **x

Do you want to configure sensors for snort and prelude-manager ?
(y)es / (n)o : yes
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‘ Instalacija (prelude-sensors-configure.sh):

m ***x Phase 1/5 ***

Enter the DNS name of this node (enter to confirm:\
testhost.srce.hr) :

m *** Phase 2/5 ***
Enter the location of this node: Test Node
m *** Phase 3/5 ***

Enter IP address of this node (enter to confirm:\
192.168.2.22): [Enter]
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‘ Instalacija (prelude-sensors-configure.sh):

m *** Phase 4/5 ***

Enter IP netmask of this node (in regard to address)
(enter to confirm: 255.255.255.255): [Enter]

m *** Phase 5/5 **x%

Please confirm those information before processing

Node name: testhost.srce.hr

Node location: Test Node
Node address/netmask: 192.168.2.22/255.255.255.255

Is everything okay ? (yes/no):
Is everything okay ? (yes/no): yes
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‘ Instalacija (prelude-sensors-configure.sh) :

m Created new /etc/prelude-sensors/sensors-default.conf --- contents:

>>
>>

# prelude-sensors/sensors-default.conf file
# automatically generated by /usr/sbin/prelude-sensors-

configure.sh

>>
>>
>>
>>
>>
>>
>>
>>
>>
>>

manager-addr = 127.0.0.1;
node-name = testhost.srce.hr;
node-location = Test Node;
node-category = dns;

192.168.2.22;
255.255.255.255;

address
netmask

category = ipv4-addr;

= Now you can run prelude-sensors-register.sh to register sensors
with manager (s)
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Instalactja (prelude-sensors-registet.sh) :

Postupak registracije senzora podijeljen je u tri
faze:

1. prijava na lokalni manager-adduser za lokalni senzor:
snort

2. dohvat tajne rijecCi potrebne za registraciju senzora na
udaljeni manager-adduser

3. prijava na udaljeni manager-adduser na nacunalu
phobos.carnet.hr, za relay senzor[1]: "prelude-manager”

Vodi ga skripta: prelude-sensors-register.sh
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‘ Instalactja (prelude-sensors-registet.shy:

Now you can run prelude-sensors-register.sh to register sensors with
manager (s)

Do you want to do it now? (y)es/(n)o: y
*** Phase 1/3 ***

Do you want to register snort sensor with local prelude-manager?
(y)es / (n)o : y

Starting manager-adduser in background...

CN: When it starts, copy it's generated password into clipboard
CN: You'll need it to register sensor with local prelude-manager.
CN: You may choose any password you want for it, for it will be
CN: stored in a file on local filesystem and used only locally.

grep: /etc/prelude-manager/manager.auth: No such file or directory
Generated one-shot password is >>> ic5020ey <<< [Copy]
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‘ Instalacija (prelude-sensors-register.sh)

Now please start '"manager-adduser" on the Manager host
where

you wish to add the new user.

Please remember that you should call "sensor-adduser" for
each configured Manager entry.

Press enter when done.

Please use the one-shot password provided by the
"manager-adduser" program.

Enter registration one shot password : [Paste]
Please confirm one shot password : [Paste]
connecting to Manager host (127.0.0.1:5553)... Succeeded.
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‘ Instalacija (prelude-sensors-register.sh)

Username to use to authenticate : snort

Please enter a password for this user : [Paste]
Please re-enter the password (comfirm) : [Paste]
Register user "snort" ? [y/n] : vy

Plaintext account creation succeed with Prelude Manager.
Allocated ident for snort@testhost: 533332225118697965.

Was it successfull or should we repeat? (s)uccess /
(r)epeat: s
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‘ Instalactja (prelude-central-getpass.pl )

= Spajanje na centralni Prelude manager

= Dostupno CARNetovim korisnicima iz skupina A'i B

m *** Phase 2/3 *** Do we need to fetch remote manager-adduser
password? (y)es / (n)o : vy

*kkkkkk**x*x /usr/sbin/prelude-central-getpass.pl ****kkkkkkk*

CARNcY & @ srce



‘ Instalactja (prelude-central-getpass.pl )

kkkkkkkkkkkkkkkkk /usr/sbin/prelude—central—getpass .pl kkkkkkkkkkkkkkkk*k

This utility script will contact central server to provide you
with password needed to authenticate while registering prelude
sensors using sensor-adduser.

For that purpose you'll need to authenticate to the remote server
using your CARNet CMU/LDAP credentials to remote server.

Communication with server is secured using SSL, and your password
won't be echoed on screen.

Enter your CARNet CMU/LDAP username: test.srce
Enter your CARNet CMU/LDAP password: [ne vidi se]
Contacting server... done.

Today's remote manager-adduser's password is >>> rEP26hcD <<< [Copy]
Copy it in your clipboard for easier use.

kkkkkkkkkkkkkkkkk /usr/sbin/prelude—central—getpass .pl kkkkkkkkkkkkkkkk*k
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‘ Instalacija (prelude-central-getpass.pl):

= Registriranje relay senzora "prelude-manager":

m *** Phase 3/3 *** Do you want to register "prelude-manager"
sensor with remote prelude-manager?

(y)es / (n)o : vy

CN: You'll need to provide password-of-the-day from central
server

Now please start "manager-adduser" on the Manager host where
you wish to add the new user.

Please remember that you should call "sensor-adduser" for each
configured Manager entry.

Press enter when done.
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‘ Instalacija (prelude-central-getpass.pl):

Please use the one-shot password provided by the "manager-
adduser" program.

Enter registration one shot password : [Paste]

Please confirm one shot password : [Paste]

connecting to Manager host (phobos.carnet.hr:5553)...
Succeeded.

What keysize do you want [1024] ? [Enter]

Please specify how long the key should be wvalid.
0 = key does not expire
<n> = key expires in n days

Key is valid for [0] : [Enter]

Key length : 1024
Expire : Never
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‘ Instalacija (prelude-central-getpass.pl):

Is this okay [yes/no] : yes

Generating a 1024 bit RSA private key...
.......... ++++++

.............. ++++++

Writing new private key to
'/etc/prelude-sensors/ssl/prelude-manager-key.0'.

Adding self signed Certificate to
'/etc/prelude-sensors/ssl/prelude-manager-key.0'

writing Prelude Manager certificate.

Allocated ident for prelude-manager@testhost:
595385835301910773.

Was it successfull or should we repeat? (s)uccess / (r)epeat: s
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Instalacij a (snort-central-cn):

Paket snort-central-cn je noseCa komponenta
instalacije ovog sustava.

Automatska konfiguracija adrese sucelja na
kojoj Snort prati promet (ethO adresa host
racunala)

Setting up snort-central-cn (2.2.0-3) ...

CN: Configuring snort to listen only for 192.168.2.22/32 on
eth0 interface
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Piwit

IDS web interface

http://packages.debian.org/unstable/admin/piwi

Omogucuje pregled baze podataka Prelude
managera koja sadrzi prikupljene zapise o uocenom
mreznom prometu.

piwi-cn - konfiguracijske prilagodbe
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Piwi-cn

CARNetov paket dodaje mogucnost:

0 zastite web-sucelja korisnickim imenom i lozinkom
(basic authorization)

0 ukljucenje mod_perl modula Apache web servera
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Web-sucelje:

B Prelude IDS Web Front-End - Filter builder [piwi]
*- A e |'ﬁl http: ffpivi: central@testhost f piveifFilkers. pl E] |&% Google search E] |Q. 100% E] 3 @ =

HeartBeat Top 10 Attackers Top 10 Attacks Statistics

Alert List
Filter Factory |Edit current filter

Classification
Source address .
Target address

Target port [~]
<_- re-open sensor_tree

CH-TEST 161.53.2.80 44542 161.53.2.217 80

RewtHoser
xploit itcp tcp

SLulEst 161.53.2.80 33564 161.53.2.217 5552
crimsonTide
udp udp
dDoS
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‘ Dodatne skripte:

= (wrapper) skripta:
/usr/sbin/prelude-db-cleanup.sh

= Cisti bazu od zastarjelih ili suvidnih podataka
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‘ Rucno pokretanje

= /etc/init.d/snhort-central restart

= Ispravnim redoslijedom pokrece prelude-
manager | snort

CARNct 72



‘ Snort pravila:

= Jednostavni logiCki uvijeti za detektiranje
napada

= Ispituju zaglavlja ili payload paketa

= Dokumentacija:
o http://www.snort.org/docs/writing _rules/
o http://www.snort.org/docs/snort_manual/
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Snort pravila:

Alert mode:

o -A <mode> full,fast,none,console
0 -s syslog

o -M <wrkstn> SMB winpopup

Logging mode
2 -b binarni
o -N no logs
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Snort (ASCII log)

FULL:

[**] [1:615:3] SCAN SOCKS Proxy attempt [**]
[Classification: Attempted Information Leak] [Priority: 2]
01/24-10:08:48.286291 24.83.20.27:10611 -> 161.53.2.74:1080
TCP TTL:214 TOS:0x0 ID:0 IpLen:20 DgmLen:52 DF

*kk*k*k*kS* Seq: Ox5CDBD68D Ack: 0x0 Win: OxA7A1 Tcplen: 32
TCP Options (5) => MSS: 1460 NOP NOP SackOK NOP

[Xref => http://help.undernet.org/proxyscan/]

FAST:

01/28-12:21:55.896858 [**] [1:469:3] ICMP PING NMAP [**] [Classification:
Attempted Information Leak] [Priority: 2] {ICMP} 161.53.2.80 -> 161.53.156.3

01/28-12:21:56.052941 [**] [1:1421:11] SNMP AgentX/tcp request [**]
[Classification: Attempted Information Leak] [Priority: 2] {TCP}
161.53.2.80:52395 -> 161.53.156.3:705

01/28-12:21:56.563780 [**] [1:1420:11] SNMP trap tcp [**] [Classification:
Attempted Information Leak] [Priority: 2] {TCP} 161.53.2.80:52395 ->
161.53.156.3:162
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Snort log (tekstualni):

ASCII format
Citko
-h “home net”

Log u direktorije koji se zovu po IP adresi
Brzo vidimo tko "kuca na vrata”
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Snort NIDS:

NajCesci | najkompleksniji nacin rada
UcCita skup pravila i dodataka za analizu
paketa

Podrazumjevana konfiguracija u:
o /etc/snort.conf

Logdir:
o Unix: /var/log/snort
Alert mode: full

Log: ASCII
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Poruka razvojnog tima:

Objavljeni projekti prosli su osnovno testiranje,

Zeljeli simo &uti vadu povratnu informaciju, kao i
sugestije za poboljsanja

Prijedloge, bugove, ideje, zahtjeve za pomoc...
uputite helpdesku za sistem-inzenjere:

sistemac@carnet.hr
http://sistemac.carnet.hr/syshelp
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‘ Upute za daljnje citanje

= phobos.carnet.hr
= Www.short.orqg

= Seminari:
o IDS ...

http://sistemac.carnet.hr/fileadmin/sem/IDS/Otkrivanje _upada.pdf

o Implementacija sigurnosne politike

http://sistemac.carnet.hr/fileadmin/sem/SigPol/ImplementacijaPolitike.pdf
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‘ I na kraju...

= Preporucujemo Vam koristenje IDS
servisa kako bismo popravili sigurnost
o Vaseg LAN-a
o Mreze CARNet

= Prilika za ucCenje!
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